Security Notice: How to Identify Official City of Titusville Emails
To protect your personal information and ensure you are communicating with official City staff, please use this guide to verify the authenticity of emails claiming to be from the City of Titusville, FL.
The "Golden Rule" of City Correspondence
All official email correspondence from the City of Titusville will only come from an email address ending in:
@titusville.com
If you receive an email regarding your utilities, permits, business taxes, or any other City service that comes from a different domain, treat it as suspicious.

1. Check the Sender’s Address
Scammers often use "Display Names" to look like a official entity, but the actual email address behind the name tells a different story.
	Official City Email (Safe)
	Fraudulent Email (Scam)

	From: John Doe jdoe@titusville.com
	From: City of Titusville cityoftitusville@gmail.com

	From: Utilities billing@titusville.com
	From: Titusville Support support@titusville-fl.net

	From: Planning permits@titusville.com
	From: City Clerk city.titusville@outlook.com


Note: The City of Titusville does not use @gmail.com, @yahoo.com, @hotmail.com, or any address ending in .net or .org.

2. Common "Red Flags" to Watch For
The City of Titusville follows professional standards. Be wary of any email containing the following:
· Urgent or Threatening Language: Phrases like "Your water will be shut off in 2 hours" or "Immediate payment required to avoid arrest."
· Requests for Non-Standard Payment: The City will never ask you to pay a bill using gift cards, Bitcoin, or third-party wire transfers (like Western Union).
· Poor Grammar and Spelling: Official City communications undergo review. Multiple typos or strange phrasing are signs of a scam.
· Generic Greetings: Instead of using your name or account number, scammers often use "Dear Customer" or "Valued Resident."

3. Hover Before You Click
If the email contains a link or a button, do not click it immediately. * On a Computer: Hover your mouse over the link. A small box will appear showing the actual web address. If it doesn't lead to titusville.com, do not click.
· On a Mobile Device: Long-press the link to see the URL preview.

4. What to do if you receive a suspicious email
If you receive an email that claims to be from the City but does not end in @titusville.com:
1. Do Not Click any links or download any attachments.
2. Do Not Reply to the sender.
3. Verify Manually: If you are concerned about your account status (such as a utility bill), open a new browser window and type in www.titusville.com manually, or call the City department directly using the phone number listed on your last official paper statement.
Contact Us for Verification
If you are unsure if a communication is legitimate, please contact our main line at:
[Insert Main City Phone Number, e.g., 321-567-3775]

Protecting our residents is a top priority. When in doubt, delete it and call us directly.

